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The right to privacy is an inalienable part of living in the digital age. With technology constantly shifting, and public
and private actors becoming increasingly reliant on it, the opportunity for privacy abuses also widens. Privacy
concerns are especially pertinent to struggling democracies, where ruling administrations frequently take
advantage of technological advances to surveil, monitor, and collect data belonging to their citizens in the view of
furthering their political agenda. Over the past years, such practice has proven commonplace in Southeast Asia.
For the larger part of its history, the region has had a turbulent history with democracy and human rights. The
problem reared its head following the boom of digital rights discourse around the world. It was not until 2010 that
Southeast Asia saw its first legislative attempt at regulating digital privacy, thanks to Malaysia’s Personal Data
Protection Act. By that point, data protection had been on the move in some European countries for almost three
full decades,[1] while legal development in North America was almost at the ten-year mark.[2]

From mass surveillance, to data handover by tech companies, to invasive contact-tracing technologies, this Joint
Submission looks at all the recent trends of digital privacy concerns in Southeast Asia, and their legal and policy
implications. We develop this Joint Submission as the ASEAN Regional Coalition to #StopDigitalDictatorship
(comprising Manushya Foundation, ALTSEAN-Burma, Cambodian Centre for Human Rights, ELSAM (Indonesia),
Foundation for Media Alternatives (FMA, Philippines), ILGA Asia (Asian Region of the International Lesbian, Gay,
Bisexual, Trans and Intersex Association), SAFEnet, and Women’s Peace Network (Myanmar)). We will highlight
privacy threats and challenges in nine countries, namely Cambodia, Indonesia, Lao PDR, Malaysia, Myanmar,
Philippines, Singapore, Thailand.

A.  State-sponsored targeted and mass surveillance 

The legal framework in Southeast Asian countries is rife with provisions which allow for State surveillance of
online activities, interception of communications, and wholesale collection and retention of personal data. As a
result, individuals find themselves being under the looming threat of being spied on without the possibility of
protecting themselves or remedying any privacy violation which occurs due to surveillance measures.

In Thailand, several laws allow for surveillance and arbitrary searches and seizures on the basis of public order or
national security, the most prominent being the 2007 Computer Crimes Act (CCA). It affords the government
unfettered powers to surveil and access personal data without a court warrant or the need for independent
oversight. It also contains no provision requiring notification to individuals that his or her data is subject to an
ongoing investigation. Similar to the CCA, both the 2019 Cybersecurity Act and 2019 National Intelligence Act
empower authorities to carry out mass surveillance on various grounds, including loosely-defined “national
security”, “economic security”, “military security”, and “public order”. Amid protracted insurgency movements in
the region, the government resorted to surveil Malay Muslims residing in the southernmost provinces (Deep
South).[3] 
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Local populations are monitored through various means, including CCTV cameras and forced collection of
biometric data. As of 2021, a reported 8,200 surveillance cameras were being operated in the Deep South under
the guise of preserving the safety of individuals.[4]

In November 2021, a slew of Thai politicians, activists and academics received an email from Apple notifying them
of possible ‘state-sponsored attackers’ who were remotely targeting their iPhones.[5] The news came after a 2018
report by The Citizen Lab of the University of Toronto which revealed Thailand’s use of the notorious cyber-
surveillance tool Pegasus spyware.[6] The spyware is believed to still be in use to extract information and
identifying data from devices belonging to dissidents all over the country as recently as February 2022.[7]

In Myanmar, the Law Protecting the Privacy and Security of Citizens was enacted in 2017 as the authoritative
instrument on privacy rights.[8] Despite protection guarantees provided therein, the Law leaves open the
possibility of State surveillance where it is authorized by the president or the authorities. The Law is also silent on
the judicial review procedures to prevent data from being collected and stored illegally. On 13 February 2021,
privacy safeguards granted under Chapter IV of the Law were suspended by the State Administration Council, the
country’s highest governing body post-military coup.[9] Myanmar has other laws in place which similarly pose
privacy risks, i.e. the 2013 Telecommunications Law and the 2021 amendment to the Electronic Transactions Law,
both of which permit the authorities and the military to access private data in the interest of “national security”
and allow for the prolonged retention of such data on servers designated by the State. On 13 January 2022, an
amended draft of the Cybersecurity Law was circulated. It expands the scope of the previous draft, published in
2021, as to afford the junta sweeping powers to monitor citizens’ online activities.[10] The 2022 draft prohibits the
use of Virtual Private Networks (VPNs), which protects online anonymity, and therefore gives the junta leeway to
spy on any critical voice in the digital space. Fines have been imposed against those who fail to comply with this
prohibition.[11]

With respect to technology for targeted surveillance, reports have surfaced that the government procured and is
utilizing tools such as the phone-breaching product Cellebrite and FinSpy malware to collect data from
smartphones belonging to journalists.[12] The use of sophisticated technology is reported to have increased since
the coup, with the 2020-2021 Ministry of Home Affairs budget allocating funds for the procurement of forensic
data tools from Sweden which can download the content of mobile devices and recover deleted items, as well as a
software to extract and collect data from Apple computers imported from the U.S.[13] Security forces have also
located online critics by triangulating their social media posts and the individual addresses of their internet
hookups.[14]

In Malaysia, the government resorted to surveillance tactics and technology to control the #Lawan protests,
which took place in July 2021, over the government’s handling of the COVID-19 pandemic. Firsthand accounts
reveal police including those in plainclothes, taking close-up pictures and videos of protesters, and the
deployment of drones and a helicopter during the protests.[15]

In Cambodia, the National Internet Gateway (“NIG”) Sub-Decree, signed into law in February 2021, permits
surveillance of all internet activities, interception and censorship of communications, and retention of bulk
personal data; the Sub-Decree is silent on the types of data which could be subject to retention or must be shared
with authorities. While the NIG was planned to launch in February 2022, it has since been delayed to an unspecified
date.[16] 
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In September 2021, Cambodia also entered into a security deal with China, with whom it has had close ties in
surveillance matters since years prior, as part of which the Chinese government would supply new biometric
surveillance and DNA screening equipment. While details of the deal remain unknown, it has been suggested that
the technologies would emulate those used domestically in parts of China which had given rise to privacy and
discrimination concerns.[17] 

In Lao PDR, the government imposed a mandate for all citizens to register their SIM cards, an attempt at removing
online anonymity. The deadline to do so, originally set to mid-2021, was extended to January 2022.[18] Those who
fail to properly register would face disconnection.[19] The registration process is to be done through an app
developed by the Ministry of Post and Telecommunications called 3 Grab SIM Registration, which incidentally
requires users to provide excessive permission such as access to contacts, GPS location, and device storage.[20]
Given the absence of data security regulation under the domestic legal framework, the deployment of such a tool
could result in a disproportionate, and therefore illegitimate, interference with one’s privacy.

In the Philippines, the SIM Card Registration Act was passed by the House of Representatives and Senate in March
2022. The Act would require citizens to register their SIM card prior to activation and register on social media
platforms using their real names and phone numbers. In April, the Act was vetoed by President Rodrigo Duterte as
he believes that the inclusion of social media in the measure “may give rise to a situation of dangerous state
intrusion and surveillance”.[21] While championed as a huge win for privacy rights, some critics believe that the
decision was grounded in the President’s attempt to protect administration-backed online trolls and bots, which
have been furthering various State agendas since the country’s general election in 2016.[22] Moreover, The Anti-
Terrorism Act, passed hastily in 2020 at the height of COVID-19, contains provisions that may potentially be used
by the authorities to conduct mass surveillance.[23]

B.  COVID-19 and digital contact-tracing and monitoring tools

The COVID-19 outbreak has prompted governments to put in place new laws, regulations, and measures which give
rise to privacy risks. Increased reliance on technology to contain the spread of the virus, with little to no oversight,
also fundamentally transforms the privacy rights landscape in Southeast Asia.

In Vietnam, privacy concerns arose as a result of Bluezone, the government’s contact-tracing app. The app can
silently transmit complete contact history and determine the real-world identity of users.[24] Although
information uploaded to the Bluezone app remains stored on the user’s device as opposed to a government server,
the app is still capable of harvesting information which could be used by the State to monitor interaction between
individuals.[25]

In Indonesia, the app PeduliLindungi was launched on 30 March 2020 as a surveillance tool to track the movement
of persons exposed to COVID-19. Its Bluetooth feature allows the app to detect surrounding users and notify a user
if they are or have been in a location designated as a coronavirus “red zone”.[26] The app caused privacy issues
given the lack of clarity regarding how data privacy and security is administered. It can access users’ location and
record their geolocation; camera to read users’ photos and record videos; and storage to read other files on the
device. Such storage access permission has been deemed as unnecessary to the overall functioning of the app.
[27] As per April 2022, PeduliLindungi’s privacy policy maintains a no-liability clause for “violations or
unauthorized access”, despite the fact that the app is interconnected with third-party applications which can
track users’ movements.[28] PeduliLindungi has also been used to send personal data of users to PT Telkom, a
State-owned telecommunication company with servers in Singapore.[29] 
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In Malaysia, several tracing tools have been utilized since the wake of the coronavirus outbreak: Gerak Malaysia
which tracks users’ location, MyTrace which uses Bluetooth proximity data to trace contact, and MySejahtera
which generates QR codes to be presented by individuals wishing to enter public spaces. MyTrace requests users
to provide “device and app history” permissions which, if abused, could be used to read sensitive phone log data,
and retrieve web bookmarks and history. The app’s privacy notice does not specify how personal data is
processed or the manners in which such permissions are used.[30]

On 24 March 2022, the Malaysian government disclosed, at a parliamentary hearing, its plan to sell MySejahtera to
MySJ Sdn Bhd, a private firm allegedly owned by known political cronies, raising alam over the potential impact of
the acquisition on the privacy of users.[31] Some suggest that MySJ has been the legal owner of MySejahtera, its
intellectual property rights, and the platform through which the app operates since 2021, casting doubt as to
which parties have been managing and accessing data of millions of users.[32] Certain members of parliament
have denied this suggestion.[33]

In the Philippines, the Stay Safe PH app was adopted as the country’s official “contact-tracing, health condition
reporting, and social distancing system”.[34] Experts immediately criticized the app for requiring excessive
permissions (e.g. camera, device storage, and geolocation) and showcasing unclear standards in its privacy notice
for how user information would be collected, used, and retained during COVID-19.[35] The app was later revealed
to have been approved for use without technical vetting, and some law enforcement agencies - such as the
National Bureau of Investigation - had access to user data.[36] In January 2021, Multisys - the app’s developer -
announced its decision to remove the GPS and Bluetooth features of Stay Safe PH to ensure “zero surveillance”
and increase public trust.[37] That same month, a report surfaced that a data transfer deal between Multisys and
the Department of Health had not been carried out, despite having been planned since June the year prior. This
means that user data stored within the app likely remained under the control of the technology firm and thus
excluded from government protection.[38]

Without clarity on who has been in charge of its control, some suspect that the Stay Safe PH database could be
used to manipulate voters ahead of the May 2022 general election. In June 2021, individuals came forward
claiming that they had been receiving text messages alerting them about COVID-19 vaccinations and name-
dropping the President and his daughter, both of whom were rumored to be running for office.[39] There are also
fears of the database being used to track and monitor critical voices online, given the administration’s history of
cracking down on dissidents.[40]

In Singapore, in response to the school closures caused by the COVID-19 pandemic, the government rolled out an
initiative that aims to ensure all secondary school students in the country have a computer for home learning by
the end of 2021. According to Singapore's Education Ministry, students must install tracking and remote access
software on all laptops supplied under the national digital literacy program, as well as on their own devices used to
attend online lessons. The rule poses significant risks to children’s right to privacy, as the software allows school
officials and teachers to go through a student’s web search history and remotely “view student screens [and]
close distracting tabs” in order to “restrict access to objectionable material,” both during and outside of school
hours.[41]
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C.  Monitoring of social media activities

Perhaps the most common method of surveillance in the region, the monitoring of accounts on social media
platforms is mainly used to track critical voices and political oppositions and force them to align their online
activities with State agenda. Social media, indeed, contains a wealth of information about a person’s movements,
habits, religious and political views, connections, and many more. Governments may conveniently collect and
retain this information for targeting purposes.

In Lao PDR, the Ministry of Public Security issued a notice on 21 May 2021 indicating that a special task force had
been set up to surveil, trace, and respond to “illegal online media” and “fake news” posted by both domestic and
international actors.[42] This new development is consistent with the Lao President’s speech the month before in
which he warned of people who “use social media to commit crimes, to destroy the country and to cause any
disorder by undermining the unity, creating misunderstanding and creating any antagonistic parties in the
country” and called on all security forces to make efforts against such actions.[43]

In Myanmar, the junta has turned to online messenger accounts operated by nationalist supporters to target and
track down political opponents since it came to power. The method was used after junta supporters and the
military itself were removed from Facebook after the coup in February 2021. Observers state that since the
beginning of 2022, there has been a specific pattern of crackdown on anti-junta activists, with individuals being
arrested following the publication of posts on accounts belonging so-called “pro-military social media
personalities”, giving rise to suspicions that the accounts are run by junta intelligence.[44] The police regularly
confiscate mobile phones of persons detained on allegations of online crimes. Even prior to the coup, individuals
would be demanded to hand over their social media passwords and provide access to other applications on their
devices.[45]

In Indonesia, the government frequently monitors activities on social media platforms, including a Virtual Police
program introduced in March 2021, which serves as a form of round-the-clock State surveillance.[46] Users-
deemed “illegal content” can receive warnings asking for deletion of messages. Such massive online surveillance
already existed in 2018 when a “war room” was created by the MCIT under the pretext of fighting “fake news”,
tasked to monitor social media platforms in real-time.[47]

In Cambodia, social media monitoring is similarly rampant. In February 2021, the Ministry of Information
announced that it was expanding its monitoring capabilities to include TikTok as well as closed-sourced platforms
such as WhatsApp, Messenger, and Telegram to tackle so-called “fake news” surrounding COVID-19.[48] This
came after the Prime Minister alleged in November 2020 that the government had spied on social media chat
groups across the country, which is in essence fear tactics to impose its rule over truth telling.[49] Such a move
effectively exposes all persons engaging in online activities to repercussions for criticizing the Royal Government.

In the Philippines, authorities have certain capacity to monitor social media platforms and users’ activities. In
2018, the Armed Forces of Philippines created a social media monitoring cell to “counter misinformation by violent
extremism organizations”.[50] One year later, the Department of Information and Communications Technology
(DICT) extended its efforts to thwart cyber-attacks by rolling out the Cybersecurity Management System to
monitor cyberthreats, including to conduct social media monitoring that is performed in “near real time”.[51]
Additionally, police officers are instructed to monitor crimes, abuses, and false information on social media.[52]
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In Thailand, the Ministry of Digital Economy and Society (“DES”) is seeking to further monitor the usage of online
activity and social media and considers linking users' registration on platforms with their ID cards. The DES
Minister claimed that the move is aimed at promoting the digital economy and combating fake news and illicit
content in the digital space.[53] If implemented, the system would allow the authorities to collect and use publicly
available social media data without explicit procedural safeguards.

D.  Control over and requests for data handover to tech companies

Companies may act as proxy in committing privacy rights violations by handing over personal data of its users or
subscribers to governments when requested. In some countries, domestic legislation exists to oblige companies
to retain data and disclose it for law enforcement purposes. Such mandatory storage and surrender of user data
to authorities by service providers violate users’ rights, as authorities need not show proof of an immediate goal,
or ensure that requests are made in specific and narrowly tailored circumstances in strict compliance with
international standards.

In Singapore, a total of 1,831 Google accounts became subject to data handover requests by the government
throughout the first half of 2020. From June to December that year, data of an additional 1,415 accounts were also
demanded; Google complied with 84 percent of such requests. Facebook, on the other hand, received a whopping
2,296 requests concerning over 5,000 users throughout 2021. Its average compliance rate stands at 74 percent.
[54] These numbers constitute a sharp increase from previous years, likely due to increased online activity during
the COVID-19 pandemic and the implementation of the 2019 Protection from Online Falsehoods and Manipulation
Act, which aims to prevent the circulation of false information through electronic means. According to Facebook,
the requests cover basic subscriber information including name, date of registration, and length of service. In
some cases, the government may also seek to receive IP address logs and/or account content.[55]

In Thailand, the Ministry of DES published regulations regarding the computer traffic data retention criteria for
service providers on 13 August 2021. It requires telecommunication and broadcast carriers – including online
application stores and social media service providers – to preserve internet traffic logs for 90 days in general
cases; or up to six months but not longer than two years if required by relevant law enforcement agencies.[56]
This means that any exchange or publication of information made on Clubhouse, Telegram, Line, WhatsApp,
Facebook, YouTube, Instagram or Google Drive are subject to state surveillance. These are among the main
platforms used by pro-democracy activists and protesters to communicate and discuss the issues deemed hostile
to the government. The service providers are obliged to keep numerous kinds of computer traffic data, including
ID of users, users' activities in the system, log-on and log-off, records of attempts to access the system as well as
successful and unsuccessful data records, accessed files, amongst others.[57]

Facebook reported 164 requests for data regarding 273 users or accounts and provided 74 percent of the data
requested from January to June 2020, while it received 103 requests for 136 users’ information and complied with
69 percent of requests during the second half of the year. Throughout the first half of 2021, 309 requests
regarding 390 users or accounts were recorded, with a median compliance rate of 63 percent.[58] Google showed
lower levels of compliance, having responded to none out of the two requests it received in 2021.[59]

In Myanmar, telecommunications companies were prohibited from keeping the public informed about some
directives issued by the military after the coup. As a result, the precise extent of official requests for users’ data
from service providers remain unknown. However, according to a February 2022 report, Norwegian telecoms
company Telenor, who has become the leading operator in Myanmar with over 18 million subscribers, has been
sharing copious amounts of sensitive user data with the junta since the coup. 

6



Develop effective safeguards against abuse of surveillance technologies, data collection and violation of
online privacy, including by ensuring effective and independent oversight mechanisms are in place to limit
unfettered executive discretion and establish redress mechanisms consistent with the obligation to provide
victims of surveillance-related violations with adequate and effective remedy;
Repeal or otherwise amend laws which provide for overbroad executive powers to infringe on the right to
privacy to bring them in line with the international human rights standards applicable to privacy rights
derogation, i.e. necessity, proportionality, and legality;
Refrain from requiring or pressuring tech companies, internet service providers or other telecommunications
companies to hand over user data in contravention of the right to privacy and ensure their compliance with
their responsibilities to respect human rights in line with the UN Guiding Principles on Business and Human
Rights (UNGPs) and the GNI Principles;
Provide transparent, detailed, and regular updates relating to data disclosure requests from government
authorities to tech companies and internet providers, in a public and accessible manner, and information on
legal proceedings or action taken against tech companies and internet providers for failure to comply with
such requests;
Refrain from imposing against tech companies, internet service providers or other telecommunications
companies’ disproportionate data retention mandates, including in responding to public health crises.

Ensure the companies’ terms of service and policies are uniform and in compliance with international
standards on freedom of expression and protection of data privacy, which are reviewed regularly to ensure all
circumstances and situations that may arise have been addressed, while also addressing new legal,
technological and societal developments, in line with the obligation to respect human rights under UNGPs;
Conduct assessments and due diligence processes to determine the impact of business activities on users,
with respect to online freedom, privacy and data security;
Publish regular information on official websites regarding the legal basis of requests made by governments
and other third parties and regarding the number or percentage of requests complied with, and about content
or accounts restricted or removed under the company’s own policies and community guidelines;
Provide users with clear data protection safeguards and adhere to the principles of data minimization,
purpose and use limitation, limited access and data retention.

In response to these trends, the ASEAN Regional Coalition to #StopDigitalDictatorship recommends the following
on the basis of prevailing privacy rights principles and best practices:

To Governments
1.

2.

3.

4.

5.

To Businesses
1.

2.

3.

4.

The report reveals that at least 200 requests were made to Telenor by the junta-controlled Ministry of Transport
and Communications since the beginning of 2021. Requested information include records of calls, call locations,
and last known location of a number. All of these requests were complied with.[60] Telenor also announced, in
mid-2021, a plan to sell its subsidiary, Telenor Myanmar, to military-linked operators.[61] The proposed sale, which
later gained a junta seal of approval, is feared to potentially risk data belonging to millions of customers being
exposed. 
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About ALTSEAN-Burma

ALTSEAN-Burma was formed in October 1996 by a diverse network of organizations and individuals
at the Alternative ASEAN Meeting on Burma, held in Bangkok. Their mission is to develop and
strengthen strategic relationships among key networks and organizations from Burma, Southeast
Asia, and the international community; support cooperation and partnership among activists,
particularly women, youth, ethnic groups, LGBTQ+, displaced people, migrants, and other
marginalized communities; implement innovative strategies that are responsive to emerging needs
and urgent developments; and produce practical resources for these purposes. ALTSEAN has
pursued its mission through advocacy, training and collaboration, focusing on women’s
participation and leadership, business and human rights, atrocity prevention, and broader human
rights and democracy issues. ALTSEAN supports grassroots activists by ensuring local voices are
heard at international strategy forums, including their robust analysis and policy recommendations. 

About Cambodian Center for Human Rights

CCHR is a leading non-aligned, independent, non-governmental organization that works to promote
and protect democracy and respect for human rights — primarily civil and political rights - in
Cambodia. It empowers civil society to claim its rights and drive for progress; and through detailed
research and analysis it develops innovative policy, and advocates for its implementation.  

About Foundation for Media Alternatives

Founded in 1987, the Foundation for Media Alternatives (FMA) assists citizens and communities,
especially civil society organizations (CSOs) and other disadvantaged sectors, in the strategic and
appropriate use of information and communications technologies (ICTs) for democratization and
popular empowerment. FMA exists to enable the empowerment of civil society and social
movements in the information age by advocating for democratic governance of ICTs; human rights
in digital environments; equitable and safe access to and responsible use of ICTs; gender-
transformative perspectives, policies and practices – through critical and meaningful engagement
with development stakeholders.
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About  ILGA Asia

ILGA Asia is the Asian Region of the International Lesbian, Gay, Bisexual, Trans, and Intersex
Association, representing more than 190 member organisations across East Asia, South Asia,
Southeast Asia, and West Asia. Our vision is a world where Asia is a safe place for all, where all can
live in freedom and equality, be properly informed in the nature of sexual orientation and gender
identity & expression and sex characteristic (SOGIESC) rights, have access to justice, and diversity
is respected. 

About Institute for Policy Research and Advocacy (ELSAM)

The Institute for Policy Research and Advocacy (ELSAM) is a civil society organisation that works to
enhance the democratic political order in Indonesia by empowering civil society. Founded in 1993, it
actively participates in efforts to promote human rights through policy and legal research,
advocacy, and training. 

About Manushya Foundation

Manushya Foundation was founded in 2017 with the vision to build a movement of Equal Human
Beings #WeAreManushyan. Manushya is an intersectional feminist human rights organization
reinforcing the power of humans, in particular women, human rights defenders, indigenous
peoples, forest-dependent communities, environmental defenders, LGBTI groups, and Youth, to be
at the heart of decision-making processes that concern them and to speak truth to power at the
forefront of their fight for Human Rights, Equality, Social Justice and Peace. Through coalition
building, capacity building, community-led research, advocacy and campaigning, and sub-granting,
local communities become Agents of Change fighting for their rights and providing solutions to
improve their lives and livelihoods, pushing back on authoritarian governments and harmful
corporations. Manushya defends local communities and seeks justice with them before the United
Nations, focusing on women’s rights and gender equality, digital rights, climate & environmental
justice, and corporate accountability across Asia. 
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SAFEnet is a network of digital rights defenders in Southeast Asia which was established on 27
June 2013 in Bali, Indonesia. The establishment of SAFEnet was motivated by the widespread
criminalization of netizens because of its expression on the Internet after the enactment of Law
No. 11 of 2008 concerning Information and Electronic Transactions (UU ITE). This prompted a
number of bloggers, journalists, Internet governance experts, and activists to form this association.
In 2018, SAFEnet began to widen the issue of advocacy towards the fulfilment of digital rights after
previously only focusing on advocating freedom of expression on the Internet.

About Southeast Asia Freedom of Expression Network (SAFEnet)

About Women’s Peace Network

Women’s Peace Network is composed of lawyers, community leaders, and peace activists from
Myanmar and around the globe who share a common goal: peacefully promote and protect human
rights. They strive to ensure that Myanmar is a place where all people can enjoy peace, justice, and
prosperity and live together harmoniously.They work to protect the rights, enhance the status, and
increase the inclusion of marginalized women, youth, and communities in the Rakhine state and
across Myanmar, so that they can live peacefully and prosperously. 
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